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SYSTEM AND METHOD FOR RECORDING AND^WING 
CONDITIONALLY ACCESSIBLE VIDEO PROGRAMS 

Background of the InveDtion 

Field of the Lavention 

The invention relates to a system for receiving and displaying video data. More 
particularly, the invention relates to a system and method for recording and viewing 
conditionally accessible video programs. 

Description of the Related Art 

A conventional system for receiving and displaying video data includes a monitor or a 
television (TV) set coimected to a set top box. The set top box is connected through a coaxial 
cable to a cable TV network or a satellite dish for "satellite TV.'* The TV set and the set top 
box are located in a viewer's home and receive a multitude of TV channels jfrom a broadcast 
head end, wherein each TV channel has a multitude of programs during a typical day. In 
order to select and watch a certain program, the viewer usually uses a remote control to 
control at least the set top box to tune to a desired channel. The TV set receives a video signal 
j&om the set top box and displays the program of the desired channel. 

The viewers often expand the system by coraiecting a video recorder between the TV 
set and the set top box in order to overcome the rigid time schedule according to which the 
programs are broadcast. Thus, a viewer can pei'sonalize television viewing by recording a 
program and watching it when it is convenient for the viewer. The video recorder may be a 
digital video recorder that includes a hard disk drive with a storage capacity of between 10 
GB and 30 GB for recording of up to 30 hours of television programming. 

Furthermore, the viewers often subscribe to and receive premium contents such as 
subscription channels, pay-per-view services or video-on-demand services in order to watch a 
movie on a certain day and at a time of day. For example, the viewers of a predetermined 
geographical area must sign up with a multiple-service operator that serves this geographical 
area. The multiple-service operator then supplies video programming to muUiple users. If a 
viewer wants to watch one of the pay-per-view movies or one of the video-on-demand movies, 
the viewer must first order the selected video program and satisfy a condition for access. This 
condition is often the payment of a fee. 



1 
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Provides of these sendees want to attract as many viewers as possible, which becomes 
difficult with increasing viewing options for the viewers. Furthermore, the viewers may consider 
it as an obstacle that the pay-per-view programs and the video-on-demand programs must first 
be ordered, which delays a viewer's viewing session. In addition, a selected pay-per-view 
5 program or a selected video-on-demand program may only be available at certain days and a 
certain time, thus limiting a viewer's options. 

There is therefore a need to further improve upon the prior art technique of displaying 
video data in order to facilitate viewing of pay-per-view programs and video-on-demand 
programs. 

10 

Summary of the Invention 
The present invention may be regarded as a method of displaying a video program 
which requires that an authorization be provided for viewing by a viewer. The method 
receives a conditionally accessible video program jfrom a video program provider and records 

15 the conditionally accessible video program before an authorization is provided. Upon a 
viewer selecting the conditionally accessible program for viewing, the method determines 
whether the viewer has authorization to access the conditionally accessible video program. 
When the viewer has authorization to access the conditionally accessible video program, the 
method accesses and displays the recorded conditionally accessible video program. 

20 The present invention may also be regarded as a system for recording and viewing 

conditionally accessible video programs which require that an authorization be provided for 
viewing by a viewer. An input port receives a conditionally accessible video program, and an 
output port is coupled to a video display. A storage device is coupled to the input port and to 
the output port and records the conditionally accessible video program before an authorization 

25 is provided. An authorization module is coupled to the storage device and is configured to 
detect a viewer input that selects the conditionally accessible video program. Upon a viewer 
selecting the conditionally accessible program for viewing, the authorization module 
determines whether the viewer has authorization to access the conditionally accessible video 
prograiiL When the viewer has authorization to access the conditionally accessible video 

30 program, the authorization module accesses and displays the recorded conditionally accessible 
video program. 



Brief Description of the Drawings 
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These and other aspects, advantages, and novel features of the invention will become 
apparent upon reading the following detailed description and upon reference to the 
accompanying drawings. In the drawings, same elements have the same reference numerals. 

Figure 1 is a high-level block diagram of a system for recording and viewing 
5 conditionally accessible video programs in accordance with an embodiment of the present 
invention that includes a set top box and a digital video recorder connected to a display for 
displaying the conditionally accessible video programs. 

Figure 2 is a flow chart of a method in accordance with an embodiment of the present 
invention that receives a conditionally accessible video program, records the conditionally 
10 accessible video program, and, upon determining that viewer has authorization to access the 
conditionally accessible video program, accesses and displays the recorded conditionally 
accessible video program. 

Figure 3 is a more detailed illustration of the system for recording and viewing 
conditionally accessible video shown in Figure 1, wherein the digital video recorder includes a 
IS storage device and an authorization module configured to determine whether the viewer has 
authorization to access the conditionally accessible video program and to access and display 
the recorded conditionally accessible video program when the viewer has authorization. 

Figure 4 is an illustration of a system for recording and viewmg conditionally accessible 
video programs in accordance with a further embodiment of the present invention, wherein the 
20 digital video recorder is coiq)led to an extemal storage device and an interface, and wherein the 
syst^ is configured for bi-directional communications. 

Detailed Description of the Preferred Embodiment 
Figure 1 is a high-level block diagram of a system 1 for recording and viewing 

25 conditionally accessible video programs in accordance with an embodiment of the present 
invention and suitable for practicing a method in accordance with the present invention. The 
system 1 includes a set top box 4, a remote control 16 and a digital video recorder 6 coupled 
to a display 8 for displaying a video program 18. The video program may be a conditionally 
accessible video program 18, such as a pay-per-view program or a video-on-demand program. 

30 The set top box 4 is coupled to a head end 2 via a link 3. The head end 2 transmits video 
programs to the set top box 4. The system 1 and its components are described below m more 
detail. 



3 



wo 02/30118 



PCT/USOl/30169 



In one embodiment of the invention, the video program is displayed in accordance 
with a method of displaying a video program which requires that an authorization be provided 
for viewing by a viewer. The method is illustrated by a procedure shown in a flowchart in 
Figure 2. The procedure is initialized in a step 20, and then proceeds to a step 22. 
5 In the step 22, the procedure receives a conditionally accessible video program 18 

from a video program provider. The video program provider may be a multiple service 
operator (MSO) that operates the head end 2 and that transmits the conditionally accessible 
video program 18 in a non-viewable mode. The head end 2 serves as a soiurce for the 
conditionally accessible video program 18. Further, the video program provider may be cable 
10 television system operator or a satellite television system operator. 

Next, in a step 24, the procedure records the conditionally accessible video program 
18 before an authorization is provided. In one embodiment, the digital video recorder 6 
records the conditionally accessible video program 18 in the non-viewable mode. 

Next, in a step 26, the procedure determines whether the viewer selects a conditionally 
15 accessible video program 18 for viewing. The procedure repeats the step 26 until the viewer 
makes a selection 

Next, in a step 28, upon a viewer selecting the conditionally accessible program for 
viewing, the procedure determines the viewer's access authorization. The procedure 
determines from the viewer's access authorization whether the viewer has authorization to 
20 access the conditionally accessible video program 18. If the viewer does not have access 
authorization, the procedure waits at the step 28 until the viewer receives authorization. 

Next, in a step 32, if the viewer has access authorization for the selected conditionally 
accessible video program 18, the procedure accesses and displays the recorded conditionally 
accessible video program 18. That is, the procedure converts the conditionally accessible 
25 video program 1 8 into a viewable mode only when the viewer has access authorization. 

After displaying the conditionally accessible video program 18, the procedure ends in a 
step 34. 

The mefliod in accordance with the present invention provides for speculative recording 
of the conditionally accessible video program 18 on the viewer's digital video recorder 6 without 
30 advance commitment to pay for the conditionally accessible video program 18. Thus, at the time 
the digital video recorder 6 records flie conditionally accessible video program 1 8, the viewer has 
no obligation to view the conditionally accessible video program 18 that is recorded in the nort- 
viewable form. Further, it is not even known whether or not the viewer will in feet watch any of 
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the recorded conditionally accessible video programs 18. A recorded conditionally accessible 
video program 18 that the viewer has not selected will be automatically deleted after a 
predetermined time. 

The recorded content of the digital video recorder 6 may be displayed as a menu on the 

5 display 8 from which the viewer may select a conditionally accessible video program 18 for 
viewing. The menu may include the titles, bibliographic data and summaries of the recorded 
conditionally accessible video program 18. However, the conditionally accessible video 
program 18 is only viewable when the viewer has authorization, for example, after the viewer 
has paid for the selected conditionally accessible video program 18. 

10 The viewer may obtain authorization to access and display the conditionally accessible 

video program 1 8 in various ways. For example, the viewer may establish a preauthorized credit 
account, which is debited, every time the viewer wishes to access the conditionally accessible 
video program 18. The credit account may be debited locally through equipment in the viewer's 
home, or through communications between the equipment and the head md 2 that maintains the 

15 viewer's credit account. The equipment may include the set top box 2 or the digital video 
recorder 6, or both, and may include additional devices depending on how the viewer debits the 
credit account. In one embodiment, the set top box 2 may automatically send an authorization 
packet to the heaid end 2 via the link 3 when the viewer selects a conditionally accessible video 
program 18. Upon debiting the viewer's credit account, the head end 2 returns, for example, a 

20 "key" (e.g., a numerical code word) that the set top box 4 or the digital video records: 6 uses to 
convert the conditionally accessible video program 1 8 into the viewable mode. 

In another embodiment, the set top box 2 or the digital video recorder 6 may include a 
card reader that reads from a debit card or a credit card to charge the respective card tiie required 
fee for the selected conditionally accessible video program 18. Once the credit account is 

25 debited, the conditionally accessible video program 18 is converted into the viewable mode. For 
example, the head end 2 may send a "key" to the requesting equipmait as described above. 
Alternatively, the card reader may **unlock" a local memory that stores a **key." The set top box 
4 or the digital video recorder 6 may read the **key" from the unlocked memory and use it to 
convert the conditionally accessible video program 18 into the viewable mode. In yet another 

30 embodiment, the 'Icey" may be stored on a smart card that serves as a debit card and as a storage 
device for the **key." 

An advantage of speculatively recording the conditionally accessible video program 18 
locally on the viewer's digital video recorder 6 is that the viewer has faster access to the 

5 
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conditionally accessible video program 18. The head end 2 may transmit the conditionally 
accessible video program 18 during a period of low traffic, for example, between midnight and 5 
a.m. In such cases, tiie recording of the conditionally accessible video program 18 does not 
interfere with the viewer's viewing habits or interfere with the viewer's usual use of the digital 
5 video recorder 6. Further, the viewer can watch the conditionally accessible video program 1 8 at 
any day and at any time independent from the head end 2, provided the viewer has authorization. 
This flexibility may increase the acceptance of the conditionally accessible video program 18 by 
the viewers. 

Figure 3 is a more detailed illustration of the system 1 for recording and viewing a 

10 conditionally accessible video program 18 shown in Figure 1. Corresponding components of 
the system 1 have the same reference numerals. The system 1 has an input port 7 to receive the 
conditionally accessible video program 18 from the head end 2, and has an output port 11 
coupled to the video display 8. A storage device 14 is coupled to the input port 7 and the 
output port 11 and is configured to record the conditionally accessible video program 18 

15 before an authorization is provided. An authorization module 12 is coupled to the storage 
device 14 and is configured to detect a viewer input that selects the conditionally accessible 
video program 18. Upon a viewer selecting the conditionally accessible program 18 for 
viewing, the authorization module 12 determines whether the viewer has authorization to 
access the conditionally accessible video program 18. When the viewer has authorization to 

20 access the conditionally accessible video program 18, the authorization module 12 accesses 
and displays the recorded conditionally accessible video program 18. 

The set top box 4 is coupled to the head end 2 via the link 3, wherein the link 3 is 
coimected to the input port 7. In the illustrated embodiment, the input port 7 is both the input 
port of the systan 1 within the viewer's home and the input port of the set top box 4. A link 5 

25 connects the set top box 4 to an input port 9 of the digital video recorder 6 that includes the 
authorization module 12 and the storage device 14. The storage device 14 is coiqpled to the input 
port 9 and is flms coupled to the input port 7 via the set top box 4. Optionally, the digital video 
recorder 6 may include a preference engme 10 as indicated in dashed lines. The preference 
engine 10 is described below. 

30 The set top box 4 and the digital video recorder 6 may be combnied into a single 

apparatus. The apparatus then combines the frmctionalities of the set top box 4 and the digital 
video recorder 6 and has an input port (e.g., the iiqjut port 7) to receive the conditionally 
accessible video programs 18 and broadcast programs from the head end 2. The singje q)paratus 

6 
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is then connected between the head end 2 and the display 8 and is controllable by a viewer using 
the remote control 16. 

The head end 2 provides the conditionally accessible video programs 18 and the 
broadcast programs having audio and video data. The head end 2 transmits the conditionally 
5 accessible video programs 18 and the broadcast programs in a format that conforms to known 
video and television formats, such as NTSC, PAL, S-Video or the like. The set top box 4 
therefore receives the conditionally accessible video programs 1 8 and the broadcast programs as 
analog signals from the head end 2. The head end 2 converts the conditionally accessible video 
programs 18 into the non-viewable mode to avoid unauthorized viewing. For example, the head 
10 end 2 may scramble the analog signal by tnserting counterfeit synchronization pulses. The 
(regular) broadcast programs are usually not scrambled and are thus viewable without 
authorization. 

In another embodiment, the head end 2 may transmit the conditionally accessible video 
programs 18 and the broadcast programs as digital signals. The digital signals may be encrypted 

15 to avoid unauthorized viewing. The set top box 4 is then configured to receive and to process 
(e.g., to decrypt) the digital signals. 

The link 3 may be a conventional coaxial cable and may be part of a cable TV 
distribution network that serves a plurality of households. Further, it is contemplated that the 
link 3 between the set top box 4 and the head end 2 may be a wireless link, e.g., as part of a 

20 satellite TV network or a UHFA^HF TV network. Hereinafter, the set top box 4 is connected to 
the head end 2 througb a conventional coaxial cable. In one embodiment, the system 1 is 
configured to provide for bi-directional communications betweai the set top box 4 and flie head 
end 2 and between the set top box 4 and the digital video recorder 6. The links 3, 5 therefore 
have a physical back channel or a 'Sdrtual" back channel. 

25 The digital video recorder 6 communicates with the set top box 2 through the link 5 that 

provides for analog or digital communications, or both. To enable digital communications, the 
link 5 may include an mterface betweoi the set top box 4 and the digital video recorder 6. In one 
embodiment, the interface conforms to the IBEE 1394 standard as described below. The storage 
device 14 may be a hard disk drive (HDD) that has a storage capacity o^ for example, between 

30 10 GB and 30 GB to selectively store, and thus record, digital information such as sequences of 
video data. That is, the storage device 14 may store up to 80 hours of compressed video and 
audio data. The compression is often achieved by using a standardized process defined by (he 
Moving Picture Expert Group (MPEG), e.g., MPEG-2 or MPEG-4. The recorded video data is 
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then available for later reproduction when the viewer decides to watch the recorded video data 
and obtains authorization to access the conditionally accessible video program 18. 

It is conten^lated that in one embodiment, the digital video recoider 6 may be 
configured to perform the compression (e.g., MPEG-2 compression) and to selectively store the 
5 compressed video data. The digital video recorder 6 may also be configured to perform the 
corresponding decompression. In another embodiment, the system 1 may be configured so that 
the digital video recorder 6 receives already compressed video data firom the set top box 4 that 
performs the compression or that receives the conditionally accessible video program 18 and the 
broadcast programs in compressed form from the head end 2. Regardless of the origin of the 

10 compressed video data, the storage device 14 selectively stores the compressed video data 

without requiring compression within the digital video recorder 6. The compressed video data 
may be decompressed outside the digital video recorder 6. 

The system 1 with the set top box 4 and the digital video recorder 6 provides for various 
options for recording a conditional accessible video program 18. In one embodiment, the digital 

15 video recorder 6 receives the conditionally accessible video program 18 as an analog NTSC 

signal from the set top box 4. The analog NTSC signal is scrambled to be in the non-viewable 
mode as described above. The digital video recorder 6 is configured to receive the (scrambled) 
analog NTSC signal and to convert it into the viewable mode, i.e., to descramble the analog 
NTSC signal. In order to store the conditionally accessible video program 18 on the storage 

20 device 14, the digital video recorder 6 converts the analog NTSC signal into a digital signal and 
compresses the digital signal, for example, in accordance with the MPEG-2 standard. 

Alternatively, the digital video recorder 6 may compress the scrambled analog NTSC 
signal. The compressed and stored signal corresponds to the scrambled analog NTSC signal. To 
recover the stored signal, the digital video recorder 6 processes the stored signal in reverse order 

25 (i.e., decompression first and then descrambling). 

Further, instead of descramblmg the analog NTSC signal in the digital video recorder 6, 
the set top box 4 may include circuitry to descramble the analog NTSC signal. The conditionally 
accessible video program 18 is then in the viewable mode. To avoid unauthorized interception 
by a viewer, the set top box 4 may process the analog NTSC signal as described below. 

30 In one embodiment, the set top box 4 converts the descrambled analog NTSC signal into 

a digital signal In order to protect and avoid unauflhorized access to the conditionally accessible 
video program 18, the set top box 4 encrypts the digital signal in accordance with known 
encryption techniques. The set top box 4 may also perform the compression of the (encrypted) 

8 
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digital signal. The digital video recorder 6 receives the digital signal, which may be compressed 
and encrypted, from the set top box 4 via the link 5 that includes, for example, an interface in 
accordance with the IEEE 1394 standard. 

Alternatively, the digital video recorder 6 records the digital signal in decrypted fonn. 
5 The digital video recorder 6 is configured to send a request to the set top box 4 to provide a 
decrypted version of the digital signal. The set top box 4 decrypts the digital signal by accessing 
a locally stored "key" or by requesting a ^Icey" from the head end 2. 

Further, the digital video recorder 6 may decrypt the digital signal. The "key" can be 
requested from the set top box 4 or the "key" can be obtained by having the set top box 4 send a 
1 0 request to the head end 2. 

To encrypt and decrypt the conditionally accessible video programs 18 known 
cryptographic methods may be used. The cryptographic methods may apply public keys and 
secret keys. An example of a commercially available cryptographic product is PowerKey from 
Scientific Atlanta. Another example of an available product is DigiCipher IE from General 
IS Instruments. 

To access the recorded conditionally accessible video program 18, the authorization 
module 12 is coupled to the storage device 14 and is configured to receive viewer input. The 
authorization module 12 is part of the control mechanism of the system 1 and controls the 
access to the conditionally accessible video program 18. For example, during the 
20 initialization procedure when the viewer activates the display 8 and the set top box 4, the 
control mechanism determines whether the set top box 4 is operating and is properly connected 
to receive the conditionally accessible video program 18 from the head end 2. The control 
mechanism also detenmnes how much storage edacity is available on the storage device 14. If 
necessary, the control mechanism deletes recorded conditionally accessible video programs 18 
25 that the viewer has not selected for the predetemiined time. 

The authorization module 12 may be configured to provide authorization and access to 
the conditionally accessible video program 18 in accordance with the options described witii 
reference to Figure 2. For instance, the authorization module 12 may debit the fee from a 
preauthoiized credit account, request a "key" from the head end 2, access a locally stored **key,'* 
30 or read the 'Icey" from a smart card. 

Figure 4 illustrates a system 100 for displaying video data in accordance with another 
embodiment of the present invention. The system 100 has generally the same structure as the 
system 1, but further includes an external storage device 114 coupled to the digital video 
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recorder 6 and an interface (IF) 102 coupled between the digital video recorder 6. It is 
contemplated that the digital video recorder 6 includes ^propriate interface circuitries to 
communicate with the external storage device 114 The interface circuitries allow the digital 
video records: 6 to conmnmicate with the ejctemal storage device 1 14 and to scan and read the 
5 available conditionally accessible video program. In one embodiment, the interface circuitries 
are the same as the interface 102. 

The head end 2 is coupled to the set top box 4 through a coimection 106 and a comiection 
104 that allow bi-directional communications between the head end 2 and the set top box 4. It is 
contemplated that the connections 104, 106 may be combmed as a single connection. The 

10 connection 106 conveys the conditionally accessible video program 18 and broadcast program to 
the set top box 4. The connection 104 provides a back channel that allows the set top box 4 to 
send requests to flie head end 2, for example, to verify authorization and to request a key. 

The set top box 4 is coupled to the digital video recorder 6 through a connection 108 
and through a connection formed by buses 1 10, 112 and the interface 102. The digital video 

15 recorder 6 receives the conditionally accessible video program 18 and the broadcast programs 
as analog signals in accordance with known TV and video formats (e.g., NTSC). The digital 
video recorder 6 may include circuitry, such as . an MPEG'-2 encoder, to compress the 
conditionally accessible video program 18 for storing oh the storage devices 14, 114. The 
connection formed by the buses 110, 112 and the interface 102 convey digital signals between 

20 the set top box 4 and the digital video recorder 6. For illustrative purposes, Figure 4 shows 
the interfece (IF) 102 coupled to the set top box 4 and to the digital video recorder 6. 
However, it is contemplated that the functionality of the interface 102 may be included in one 
of the set top box 4 and the digital video recorder 6, or in both. The interface 102 forwards, 
for example, electronic program guide information to the digital video recorder 6. In an 

25 embodiment in which the viewer uses the remote control 16 to control only the set top box 4, 
the interface 102 also forwards commands j&om the viewer to the digital video recorder 6. 
Such commands include commands generated when the viewer selects one of the 
conditionally accessible video programs 18 for viewing. 

The interface 102 forwards requests ftom the digital video recorder 6 to the set top box 4 

30 to obtain authorization for accessing the conditionally accessible video program 18 as described 
above. In one embodiment, the interfece 102 is compatible with the specification for a 
universal serial bus (USB), e.g., USB 2.0, or the IEEE 1394 standard, which is described m the 
"IEEE Std 1394-1995 IEEE Standard for a High Performance Serial Bus," August 30, 1996, 
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which is incorporated by reference herein. The interface 102 may include capabilities to 
encrypt the digital signals before they are recorded onto the storage devices 14, 114 to provide 
protection from unauthorized copying or transporting of stored video data by exchanging 
external rotating storage devices 1 14 between different video recording systems 100. 
5 In one embodiment, the storage devices 14, 114 are hard disk drives that are 

compatible with the IEEE 1394 standard. Alternatively, the external storage drive 114 may 
be a writable digital video disk (DVD) drive, or another technology that provides for writable 
non-volatile storage. A full storage device 114 can be disconnected and replaced with an 
empty storage device 114. Thus, the video system 100 provides nearly unlimited storage 
10 capacity. 

In one embodiment, the system 1 and the syst^ 100 include the preference engine 10 
which is located within tiie digital video recorder 6. Because the preference engine 10 is 
optional, Figures 3 and 4 show the preference engine 10 in dashed lines. The preference engine 
10 is coupled to flie input port 9 and is thus coupled to the input port 7 via the set top box 4. The 

15 preference engine 10 is configured to track viewer selections of the broadcast programs and to 
create a viewer profile. The preference engine 10 is fiirther coupled to the storage device 14. 

The preference engine 10 is a software module that learns a viewer's watching 
preferences by monitoring the viewer's viewing patterns. The preference engine 10 uses the 
viewing patterns to create a viewer profile which may be stored on the storage device 14. Thus, 

20 the preference engine 10 narrows the multitude of programs down to a reasonable number of 
program choices based vapon the viewer's actual viewing patterns. One embodiment of the 
preference engine 10 is a software module that is commercially available &om Metabyte 
Networks, Inc. 

The preference engine 10 may further influence the recording of the conditionally 
25 accessible video program 18. The digital video recorder 6 may be configured to record 
conditionally accessible video programs 18 in accordance with the viewer profile. That is, the 
digital video recorder 6 records only conditionally accessible video programs 18 that match the 
viewer profOle. The storage device 14 thus includes only conditionally accessible video 
programs 18 that have a high probability of acceptance by the viewer. 
30 The preference engine 10 may use an electronic program guide transmitted by the head 

end 2 to create the viewer profile. The electronic program guide is a database containing 
information regarding the broadcast schedules for various video program segments firom 
various broadcast channels. This information is typically expressed in the form of a program 

11 
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grid with columns denoting the time periods and with separate rows for each of the available 
broadcast channels. 

The viewer can control the system 1 through the remote control 16. As illustrated in 
Figures 3 and 4 by way of example, the remote control 16 commxmicates with the set top* box 4 
via a wireless link conveying control signals using infrared (ER) light. Remote controls and their 
various functions are generally Imown in the art In particular, it is known that DR. light is 
modulated with a specific command, e.g., channel up or down, volume up or down, and the Uke, 
and that the controlled device detects and processes the modulated IR light to execute the 
command in the controlled device. Further, it is known that a remote control can control more 
than one device, e.g., a television set and the set top box 4. 
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WHAT IS CLAIMED IS : 

1 LA method for recording and viewing conditionally accessible video programs 

2 which require that an authorization be provided for viewing by a viewer, the method 

3 comprising: 

4 receiving a conditionally accessible video program from a video program 

5 provider; 

6 recording the conditionally accessible video program before an authorization is 

7 provided; 

8 upon a viewer selecting the conditionally accessible program for viewing: 

9 deterrniiiing whether the viewer has authorization to access the 

10 conditionally accessible video program; and 

11 when the viewer has authorization to access the conditionally 

12 accessible video program, accessing and transmitting the recorded 

13 conditionally accessible video program to a display. 

1 2. The method of Claim 1, wherein the video program provider is a cable 

2 television system operator. 

1 3. The method of Claim 1, wherein the video program provider is a satellite 

2 television system operator 

1 4. The method of Claim 1, wherein the received conditionally accessible video 

2 program is in a non-viewable mode. 

1 5. The method of Claim 1, wherein the received conditionally accessible video 

2 program is a scrambled analog signal. 

1 6. The method of Claun 1, fiirther comprising descrambling the conditionally 

2 accessible video program and compressing the descrambled conditionally accessible video 

3 program prior to recording. 

1 7. The method of Claim 1, wherem the received conditionally accessible video 

2 program is an encrypted digital signal. 

1 8. The method of Claim 1, further comprising decrypting the digital signal and 

2 recording the decrypted digital signal. 

1 9. The method of Claim 1, further comprising recording the encrypted digital 

2 signal. 

1 10. The method of Claim 1, further comprising decrypting the encrypted digital 

2 signal upon obtaining authorization to access the conditionally accessible video program. 

13 
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1 11. The method of Claim 1, further comprising detecting a viewer input to obtain 

2 authorization to access the conditionally accessible video program. 

1 12. The method of Claim 1 , further comprising obtaining a key upon obtaining 

2 authorization to access the conditionally accessible video program and processing the 

3 conditionally accessible video program to convert the conditionally accessible video program 

4 into a viewable mode. 

1 13. The method of Claim 1, wherein obtaining the key includes requesting the key 

2 ficom a source of the conditionally accessible video program. 

1 14. The method of Claim 1, wherein obtaining the key includes retrieving the key 

2 fiom a local memory. 

1 15. The method of Claim 1, further comprising enabling reading from the local 

2 memory upon obtaining authorization to access the conditionally accessible video program. 

1 16. The method of Claim 1, further comprising debiting a fee from a preauthorized 

2 credit account, 

1 17, The method of Claim 1, wherein the preauthorized credit account is maintained 

2 at a source of the conditionally accessible video program. 

1 18. The method of Claim 1 , wherein the preauthorized credit account is maintained 

2 locally. 
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1 19. A system for recording and viewing conditionally accessible video programs 

2 which require that an authorization be provided for viewing by a viewer, comprising: 

3 an input port configured to receive a conditionally accessible video program; 

4 an output port configured to couple to a video display; 

5 a storage device coupled to the input port and the output port and configured to 

6 record the conditionally accessible video program before an authorization is provided; 

7 and 

8 an authorization module coupled to the storage device and configured to detect 

9 a viewer input that selects the conditionally accessible video program, and upon a 

10 viewer selecting the conditionally accessible program for viewing, to determine 

11 whether the viewer has authorization to access the conditionally accessible video 

12 program; and when the viewer has authorization to access the conditionally accessible 

13 video program, accessing and transmitting the recorded conditionally accessible video 

14 program to a display, 

1 20. The system of Claim 1, wherein the storage device and the authorization 

2 module are comprised in a digital video recorder. 

1 21 . The system of Claim 1, wherein the digital video recorder further comprises a 

2 prefer^ice engine configured to track viewer selections and to create a viewer profile for 

3 selecting a conditionally accessible video program for recording. 
1 
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